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1. Abstract  

Sound recording is one of the digital files that can be used as evidence in a cybercrime case trial. However, 

sound recordings are vulnerable to manipulation and are changed to hide information in the audio. Audio 

forensics is a science that analyzes the owner of the sound from the parameters of the pitch, formant, and 

spectrogram of an audio file. This research analyzes manipulated sound recordings to determine the ownership 

of audio recordings using formant statistical analysis and bandwidth using the National Institute of Standards and 

Technology (NIST). The research object used is the original file and the manipulated file, which has mp3 format. 

Retrieval of data on a smartphone using the live forensic method. The final result of the research succeeded in 

getting digital evidence on a smartphone with the Oxygen Forensic Suite 2014 application. The results of 

extracting the application were two audio files. The Analysis of Variance (ANOVA) analysis results can be 

concluded that nothing is identical because the F ratio value is smaller than F critical, and the probability P-value 

is more significant than 0.5. The Likehood Ratio (LR) analysis concluded that the sound recording of evidence 

with sound original limited evidence to against. 

Keywords: Audio Forensics, Smartphone, National Institute of Standards and Technology (NIST), Analysis of 

Variance, Likehood Ratio 
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2. Introduction (10pt, tebal) 

In this era of increasingly advanced 

technology, the digital world is getting closer to the 

lives of today's people. The ease of sharing 

information that can be text, audio, or video is 

getting easier. This is supported by advances in 

smartphone technology that can make 

communication more accessible in the digital era. 

This facility also has a harmful impact, such as 

crimes committed using digital devices, commonly 

called cybercrime. In digital crime, there are several 

cases such as illegal transactions, the spread of fake 

news, data manipulation, and bullying [1][2].  

A message that uses text, voice, and video 

media is also a digital crime. Digital files in the form 

of audio can be in the form of a voice message, 

video recordings that have sound, or wiretapping 

recordings that have several extensions such as 

MP3, AAC, OGG, and WAV. With the convenience 

of today's technology, the audio file is also not safe 

from manipulation that can change the information 

in the audio. The ease of manipulation using 

computer or smartphone software can hide the 

identity of the owner of the voice by changing the 

pitch and timbre of the sound recording file [3].  

A digital evidence presentation is needed for an 

authentication process and a correlation to the case 

in the court process. Evidence acquired by the 

investigator also requires protection and minimizes 

damage during the investigation process to maintain 

the authenticity of the evidence. One of the digital 

pieces of evidence that can be accepted in a court of 

law is a voice recording that uses a smartphone as a 

recording device [4]. Valid and identifiable evidence 

of the owner of the sound recording is required to 

solve problems in a court case.  

Digital forensics is a science that aims to 

analyze the suitability or authenticity of a digital file. 

The analysis carried out on digital evidence in the 

form of multimedia files such as images, audio, and 

video is carried out to test the suitability or 

authenticity of the evidence [5]. Along with the 

times, digital forensic methods have had various 

types of methods to solve cybercrime problems; on 

the other hand, these methods are also used to 

prevent rife cyber-attacks in the technology world 

[6]. 

It uses the National Institute of Standards and 

Technology (NIST) scientific methods to collect, 

maintain, validate, analyze, document, and present 

digital evidence from digital sources. This method is 
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carried out to facilitate or continue the 

reconstruction of events containing crimes by 

anticipating unauthorized actions that may interfere 

with the planned operations [7][8]. The method used 

is one with concise stages but does not leave 

essential points in an investigation. The use of NIST 

in the stages of the investigation process using 

computers or smartphones has four stages, namely 

Collection, Examination, Analysis, and Reporting. 

The tools used in this research are Oxygen Forensics 

Suite 2014 and Praat. 

The increase in smartphone users has also led 

to an increase in cybercrime, so smartphone 

forensics is needed to overcome this problem 

[9][10][11]. One of live forensics is mobile forensics 

[12]. Live forensics is a science that takes data from 

a digital device while the device is still on [13]. 

Evidence obtained from a smartphone can be from 

call logs, contact numbers, messages, emails, audio 

files, internet history, and other evidence related to 

the investigated case [14]. Two methods can be used 

to extract data, namely logical or physical methods. 

Audio forensics is a field of science that 

analyzes the data and information content of an 

audio file to determine the identity of the audio file 

[15][16]. One of the audio forensic analysis 

processes is to analyze the formant value and 

bandwidth by using the Praat application as a tool 

for investigation and strengthening evidence in court 

[17]. By analyzing the data with the parameters of 

pitch, formant, and spectrogram in the audio file, the 

identity of the owner of the sound recording can be 

known [18]. With the current development of audio 

forensics, the analysis can reduce the possibility of 

errors in concluding [19]. 

Formant statistical analysis and bandwidth 

have two types of analysis, namely analysis of 

variance and likelihood ratio analysis. Analysis of 

variance (ANOVA) is an analysis that uses formant 

values. Likelihood Ratio (LR) analysis is a 

supporting analysis of ANOVA using the specified 

hypothesis [20][21][22]. 

Previous studies used audio samples that were 

converted to pitch data [18]. Previous research on 

audio forensics used the Digital Forensics Research 

Workshop (DFRWS) forensic step and the 

spectrogram as a parameter [23]. Novelty in this 

research is voice recordings that have been 

manipulated with effects such as robotic voices 

where the recorded voice changes pitch in an 

irregular pattern. This research use forensic 

measures of the National Institute of Standards and 

Technology (NIST), which summarizes several steps 

of DFRWS and using formant and bandwidth as 

parameters. This study aims to find the best way to 

find out the identity of the owner of the sound in an 

audio file. 

3. Metode Penelitian 

3.1. Research Material 

The research object in the research is two audio 

files. There are original and manipulated files. The 

original audio file is 15-seconds long with a file size 

of 125 KB. Meanwhile, the manipulated audio file is 

14-seconds long with a file size of 111 KB. It is 

manipulated using a voice changer with robotic 

effects. Both files are in MP3 format, which is 

encoded in WAV format later. Then, the live 

forensics method is used to recover the data on a 

smartphone. 

3.2. Research Flow 

This study uses a digital forensic method 

proposed by a United States agency called NIST. 

The method is a science of measurement, standards, 

and security technology to help solve cybercrime 

problems in the jurisdiction. NIST has four stages: 

collection, examination, analysis, and reporting, as 

shown in Fig. 1. The first stage is the collection or 

identification of evidence used in the form of 

hardware from which the data will be taken to be 

used as digital evidence of a digital crime case. This 

process is carried out by following data integrity 

security measures. The second stage is collecting 

data on evidence using trusted forensic tools so that 

the data obtained has high integrity. The third stage 

is analyzing and re-evaluating the data found from 

the results of the examination. The last stage is 

reporting the analysis results, which includes data 

information that has been found, which is used as 

the final report of the forensic process carried out. 

the system flowchart process uses a flow and 

appearance that is adjusted to the design [24]. 

3.3. Research Material 

The formant and bandwidth statistical analysis 

stage has two types of analysis: analysis of variance 

and analysis of likelihood ratio. Analysis of 

variance, abbreviated as ANOVA, calculates the 

values of formant 1, formant2, formant 3, and 

formant 4 from unknown and known voice 

recordings. The analysis obtained is then seen from 

the difference in the ratio F, F critical, and 

probability P values. It can be said that the unknown 

voice recording is identical to the known voice if the 

F ratio value is less than F critical and the P 

probability value is more significant than 0.5 [21]. 

The results of statistical analysis of formant 

and bandwidth using Likelihood Ratio (LR) analysis 

with equation (1). 

   
       

       
 (1) 

        is a hypothesis request (prosecution); 

known and unknown samples come from the same 

person obtained from the p-value ANOVA.         
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is a defense hypothesis; known and unknown 

samples come from different people. 

The value of the LR ratio with the verbal 

statement for the explanation of the LR value is 

described in Table 1 and Table 2. 
Tabel 1. Demand Hypothesis 

LR  LR(log) Preference 

Weight (w) 

Information 

>10000 >4 Very strong 

evidence to 

support 

Support the 

demand 

hypothesis 

        

1000-10000 3-4 Strong 

evidence to 

support 

100-1000 2-3 Moderately 

strong evidence 

to support 

10-100 1-2 Moderate 

evidence to 

support 

1-10 0-1 Limited 

evidence to 

support 

Tabel 2. Resistance Hypothesis 

LR  LR(log) Preference 

Weight (w) 

Information 

1-0.1 0-(-1) Limited 

evidence to 

against 

Support the 

demand 

hypothesis 

        

0.1-0.01 (-1)-(-2) Moderate 

evidence to 

against 

0.01-0.001 (-2)-(-3) Moderately 

strong evidence 

to against 

0.001-

0.0001 

(-3)-(-4) Strong 

evidence to 

against 

<0.0001 >-4 Very strong 

evidence to 

against 

 
According to Tables 1 and 2, information to support the 

hypothesis of a significant demand for known and unknown voice 

values must be LR> 1; the more significant the LR value, the 

stronger the verbal statement [21]. 

 

4. Result and Discussion 

4.1. Collection 

The collection stage collects physical evidence, 

namely digital evidence in the form of smartphone 

devices needed to carry out the research process. 

This study uses one electronic evidence. 

Smartphones are evidence, as presented in Figure 1. 

 
Gambar 1. Research Smartphone 

 

The collection process will also record the 

specifications of the evidence used as a 

communication tool for drug sales transactions. The 

following are the specifications of the evidence 

used, as shown in Table 3. 

 
Tabel 3. Resistance Hypothesis 

Type Specifications 

Brand Samsung 

Series Galaxy 

Model Young 

Model 

Number 

SM-G130H 

IMEI 35271607139

9351 / 00 

35271707139

9359 / 00 

OS Android 

Version 4.4.2 (KitKat) 

 

4.2. Examination 

The collection stage is the collection of data 

taken from digital evidence. The software used to 

carry out the data extraction process is Oxygen 

Forensic which can retrieve data directly from 

smartphones. The data retrieval process carried out 

on the application is shown in Figure 2. The result of 

this extraction process is an image file shown in 

Figure 3. 
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Gambar 2. Smartphone Extraction Process 

 
Gambar 3. Smartphone Extraction Result 

 

The resulting data retrieval is in the form of 

two audio files as evidence. The two data that were 

successfully obtained were then processed by 

hashing to determine the hash value in the file 

shown in Figure 4. 

 
Gambar 4. Extraction Result 

 

Extraction results that have been stored and 

then the hashing process is carried out to determine 

the hash value in the file shown in Figure 5. 

 
Gambar 5. Hashing Process 

 

The hash value obtained from the HashMyFile 

application is shown in Figure 6. The results of the 

hash on the original audio file 

(d2d492efec1929786f9ae3b565db45c1) and the 

edited audio file 

(7fdd6b28da08c05f46358449effef9e2). The results 

can be said that the original file and the fake file 

have changed or are different. 

4.3. Analysis 

In the audio file that has been obtained, it is 

necessary to cut every word in the sound recording 

and then process it as data. The voice recording 

contains the words "You, please make a transfer of 

twenty million after that the ordered goods will be 

sent three days later after transfer.". Praat software is 

used to cut the recorded sound in each syllable, as 

shown in Figure 6. 

 

 
Gambar 6. Dividing Audio Process 

 

The formant and bandwidth statistical analysis 

method analyze the components in the sound 

recording, namely the formant and bandwidth values 

that compare the p-value statistics using one-way 

ANOVA, which will later be supported by the 

Likehood Ratio (LR) [25]. The use of the Gnumeric 

tool is carried out for this analysis using existing 

functions. 

In ANOVA, the first stage is to get the formant 

value using the Praat application on each word; then, 

the data results are then processed using the 

Gnumeric application shown in Figure 7. The 
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stipulation is that if the value of the F ratio is less 

than F critical and the probability value of P is 

greater than 0.5, it can be concluded that from the 

analysis of the known and unknown voices, it can be 

said to be accepted [21]. 

 

 
Gambar 7. Calculation of ANOVA Results 

 

The results of the ANOVA analysis concluded 

that the sound recording of the evidence with the 

original sound is not identical with a 100% percent 

because the value of the F ratio is smaller than the 

critical F and the probability value of P is greater 

than 0.5, which is shown in Figure 8 and Figure 9. 

 

 
Gambar 8. The Difference between Ratio F and F-Critical 

 
Gambar 9. P-Value with Minimum Limit 

 

Figure 8 shows the difference between the F 

and F-critical ratio values, it is known that f1, f2, f3, 

and f4 are included in the identical vote criteria, but 

f5 shows the opposite; the F ratio value is greater 

than the F-critical value. Figure 9 shows the P-value 

with a minimum limit to prove that the votes are 

identical. The f1 value is included in the identical 

vote criteria because the P-value is greater than 0.5. 

In the final result of the analysis, the "5-transfer" 

sound sample is said to be not identical because only 

f1 can be accepted as a requirement for voice 

identification, while f2, f3, f4, and f5 do not qualify 

as identical. 

The Likehood Ratio (LR) analysis is a 

supporting analysis of the statistical analysis of the 

formant and bandwidth of the ANOVA analysis with 

the demand hypothesis and the resistance hypothesis 

derived from the ANOVA analysis. If the LR value 

is > 1, it is known that the value is supported by the 

claimant's hypothesis; the greater the LR value, the 

stronger the verbal statement [21]. The calculation 

of the LR analysis can be seen in Figure 10. 

 
Gambar 10. Calculation of ANOVA Results 

4.4. Reporting 

The final stage is the presentation stage done 

by redisplaying that information generated from the 

previous stage once obtained evidence from the 

inspection process. The Oxygen Forensic application 

can retrieve data from evidence in the form of a 

smartphone can be seen in Figure 11. 

 
Gambar 11. The Difference between Ratio F and F-Critical 

 

It is known that Oxygen Forensic is able to 

retrieve existing files and files that have been 

deleted. From Figure 9 above, Oxygen Forensic can 

retrieve 227 data in the form of two audio files, two 

video files, five deleted audio files, nine deleted 
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video files, 15 image files, 59 deleted images, 20 

message files 48 deleted message files, and 67 other 

files. 

The final results of the voice sample ANOVA 

are shown in Table 4. 

 
Tabel 4. ANOVA Results 

Syllables ANOVA 

You Unmatched 

Please Unmatched 

Make a Unmatched 

Transfer Unmatched 

Of Unmatched 

Twenty Unmatched 

Million Unmatched 

After Unmatched 

That Unmatched 

The Unmatched 

Ordered Unmatched 

Goods Unmatched 

Will Unmatched 

Be Unmatched 

Sent Unmatched 

Three Unmatched 

Days Unmatched 

Later Unmatched 

After2 Unmatched 

Transfer2 Unmatched 

 

The results of the ANOVA analysis, as shown 

in Table 4, can be concluded that none of them are 

identical because the value of the F ratio is smaller 

than the critical F, and the probability value of P is 

greater than 0.5. 

The results of the LR analysis concluded that 

the sound recording of the evidence with the original 

voice was limited evidence against the original voice 

in accordance with equation (1) and the hypothesis 

of Table 1 and Table 2. Table 5 is the result of the 

entire analysis. 
Tabel 5. ANOVA Results 

Syllables ANOVA 

You Limited 

against 

Please Strong support 

Make a Moderate 

against 

Transfer Moderately 

strong against 

Of Moderate 

support 

Twenty Moderate 

against 

Million Moderate 

against 

After Moderately 

strong against 

That Limited 

against 
The Moderately 

strong support 

Ordered Moderate 

support 

Goods Moderate 

support 

Will Moderate 

against 

Be Strong against 

Sent Very strong 

against 

Three Strong against 

Days Strong against 

Later Moderately 

strong against 

After2 Very strong 

support 

Transfer2 Moderately 

strong support 

 

Table 5 is the result of the Likehood Ratio 

analysis; it is concluded that the limited evidence 

against the original vote is taken from the average of 

the total existing likelihood ratio values. 

5. Conclusion 

Sound recording is one of the digital files that 

can be used in uncovering a case. However, a sound 

recording is a file that is very easy to manipulate to 

hide information in it. Forensic methods are needed 

for this matter of problems. NIST is one of the 

existing digital forensic methods. Using scientific 

methods based on collection, examination, analysis, 

and reporting originating from cybercrime cases. 

Based on the results obtained, the study 

succeeded in obtaining two digital pieces of 

evidence in the form of audio files from a 

smartphone using the Oxygen Forensic Suite 2014 

software. The hashing process was carried out on 

both files that were proven to be authentic. The 

process of statistical analysis of formant and 

bandwidth, which has two stages, namely ANOVA 

and LR, has shortcomings in this study. ANOVA 

concluded that most of the calculation results were 

rejected, as seen from the F ratio value greater than 

F critical and the probability P value less than 0.5. 

The results of the ANOVA analysis can be 

concluded that they are not identical. The results of 

the LR analysis concluded that the sound recording 

of the evidence with the original voice was limited 

evidence to against or limited evidence against the 

original voice in accordance with formula 2.1 and 

the hypothesis of Table 2.2. The points obtained are 

that formant and bandwidth analysis are not suitable 

for the case of sound recordings that have been 

manipulated with irregular pitch waves.  

There is a suggestion for further research 

related to audio forensics. Future research can use 

other forensic methods in the forensics analysis, 

such as pitch statistical analysis, graphical 

distribution analysis, spectrogram analysis, Mel-

frequency Cepstrum (MFCC), or the Itakura-Saito 

Distance method. 
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